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Section A: 

The List of Claims as Filed With the Original P atent Application 

1. A method for operating a digital information processing system that encrypts 
information from a plurality of remote processors to a host processor or vice versa the 
method comprising processor executed steps of: at the host and the remote processors 
before the start of encryption procedure: means for assigning and mutually agreeing 
upon, a pre-determined number of bits that are located at pre-determined and specific 
positions, called Group and Function Bits, within a seed binary bit segment consisting of 
any length; means for defining a plurality of function pool containing any type of 
mathematical or logical functions of any complexity; means for establishing a unique 
relationship between the functions defined in the first pool with the functions defined in 
the second pool sequentially identical at both the host and the remote processors; means 
for defining a number which indicates the total number of rounds used for 
encryption/decryption process, at the remote processor: (a) means for generating and 
sending a seed arbitrary binary bit segment consisted of any length to the host processor; 
(b) means for processing the seed arbitrary binary bit segment at the remote processor, (c) 
means for producing a numeric number value based on the bit values of the Group and 
Function Bits as defined in the said arbitrary binary bit segment; (d) means for selecting a 
single or plurality of mathematical or logical functions from the first pool based upon the 
numeric number value of step (b); (e) means for identifying the corresponding single or 
plurality of mathematical or logical functions from the second pool; (g) means for 
encrypting the digital information segment through operating single or plurality of 
mathematical or logical functions selected from the second function pool as described in 
step d; (f) means for encrypting the arbitrary binary bit segment through operating single 
or plurality of mathematical or logical functions selected from the first pool as described 
in step c; (h) means for replacing the seed arbitrary binary bit segment with the encrypted 
arbitrary binary bit segment and using it as a new seed arbitrary binary bit segment; and 
(i) means for repeating the steps (b) to (h) 'N' times and then transmitting the resulting 
encrypted digital information segment to the said host. 

2. The method and system according to claim 1 wherein the said method comprising 
processor executed steps of: at the host processor: (a) means for receiving and identifying 
the seed arbitrary binary bit segment from the said remote processor; (b) means for 
processing the seed arbitrary binary bit segment; (c) means for producing a numeric 
number value based on the bit values of the Group and Function Bits as defined in the 
said arbitrary binary bit segment; (d) means for selecting a single or plurality of 
mathematical or logical functions from the first pool based upon the numeric number 
value of step (c); (e) means for identifying the corresponding single or plurality of 
mathematical or logical functions from the second pool; (f) means for identifying the 
corresponding inverse function for each of the mathematical or logical functions as 
recognized in step (e) and tabulating the identified inverse mathematical or logical 
functions entries; (g) means for encrypting the arbitrary binary bit segment through 
operating single or plurality of mathematical or logical Junctions selected from the first 
pool as described in step d; (h) means for replacing the seed arbitrary binary bit segment 
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with the encrypted arbitrary binary bit segment and using it as a new seed arbitrary binary 
bit segment; and (i) means for repeating the steps (b) to (h) TsT times and appending the 
inverse function entries resulting from each round into a tabular form. 

3. The method and system according to claim 1 wherein the said method for operating a 
digital information processing system that decrypts information from a plurality of 
remote processors to a host processor or vice versa, the method comprising processor 
executed steps of: at the host processor: (a) means for receiving the encrypted digital 
information segment from the said remote processor, (b) means for decrypting the digital 
information segment with the last inverse mathematical function entry as found in the 
table built in step (i) of claim 2; (c) means for repeating the above step (b) until all the 
inverse mathematical or logical functions are exhausted as found in the built ui table 
containing the inverse function entries. 

4. The method and system according to claim 1 wherein the arbitrary binary bit segment 
can be a random number consisted of any arbitrary length. 

5. The method and system according to claim 1 further comprising; means for encrypting 
a seed binary bit segment through operating mathematical or logical functions which can 
result in a large bit size number; and means for truncating the resulting large bit size 
number and reducing it to a pre-negotiated size mutually agreed between the said host 
and the remote. 

6. The method and system according to claim 1 further comprising; means for re-using 
the encrypted seed binary bit segment resulting from the previous encrypted round as a 
new seed binary bit segment for the next encryption rounds; and means for encrypting the 
next digital information segments based on the information contained in the new seed 
binary bit segment. 

7. The method and system according to claim 1 wherein the Group or Function Bits can 
mutually share the same single or plurality of bits located at pre-determined bit positions 
within a seed binary bit segment of any length. 

8. The method and system according to claim 1 wherein any change in the Group or the 
Function Bits within a seed binary bit segment of any length leads to the selection of 
same or different set of mathematical or logical functions belonging to the first and 
second function pools. 

9. The method and system according to claim 3 wherein the decryption procedure at the 
host processor comprises the steps of: means for identifying the exact same Group or 
Function Bits as identified by the remote processor through the use of seed arbitrary 
binary bit segment; means for identifying the exact same mathematical or logical 
functions from the first and the second function pools as identified by the remote 
processor, and means for identifying single or plurality of inverse mathematical or logical 
functions corresponding to each of the identified function from the second pool to be 
utilized for decryption procedure. 
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10 The method and system according to claim 1 wherein the Group and the Function 
Bits located within a seed binary bit segment of any length can be uniquely assigned and 
mutually recognized through the use of any mathematical or logical functions of any 
complexity. 

11 The method and system according to claim 7 further comprising: means for 
reassigning and modifying the total number of Group and Function Bits within a seed 
binary bit segment in relation to the length range of the seed binary bit segment; and 
means for selecting and using the same or a different set of mathematical or logical 
functions based upon the length range of a seed binary bit segment. 

12 The method and system according to claim 1 wherein the transmitted encrypted 
digital information may consist of different number of bits than the original digital 
information segment. 

13. The method and system according to claim 12 wherein the transmitted encrypted 
digital information segment further comprising: means for containing a padding header 
followed by variable number of padding bit fields; and means for making the total 
encrypted digital information segment bits exactly divisible by a specific number. 

14 The method and system according to claim 1 wherein the remote and host processors 
mutually adopt and agree upon the use of a set of protocols and instructions to exchange 
configuration parameters and system information comprising: means for reserving a 
specific bit at a pre-determined position in an information field such that the said bit 
value determines if the said information field is extended or span to include another 
known number of bits in the said field definition; means for exchanging and modifying 
the total number of Group and Function Bits and their corresponding bit positions 
assigned within a seed binary bit segment consisting of any arbitrary length; means for 
exchanging and modifying the unique association between Group or Function Bits 
numeric values and the corresponding mathematical or logical function; means for 
exchanging a seed binary bit segment or a random number consisting of any arbitrary 
length through the use of an instruction format being processed as a part of system 
information; and means for using or designing any type of protocols or instructions 
formats to exchange any type of system or configuration information. 

15. The method and system according to claim 14 wherein the remote exchanges the 
system or configuration information with the host processor or vice versa comprising; 
means for receiving a public key from the host processor; means for encrypting any type 
of system or configuration information through using the public key of the host 
processor; means for transmitting the encrypted information to the host processor; and 
means for decrypting the said received information at the host through using the host's 
private key. 

16 The method and system according to claim 13 wherein the mutually adopted and 
agreed upon set of protocols uses a reserved single bit field appended at a pre-determined 
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position known both to a host and a remote comprising, means for assigning the first 
outcome of the said bit value to indicate user's information, and means for assigning the 
second outcome of the said bit value to indicate system information. 

17 The method and system according to claim 1 wherein the remote and host processors 
mutually agree on a procedure to verify the accuracy of encryption and decryption 
procedures, comprising: means for calculating and appending a unique digital signature 
field reflecting the information contents of a digital information segment before the start 
of the encryption procedure at the remote processor; means for calculating and verifying 
the same unique digital signature after decrypting the received digital information 
segment at the host processor; and means for initializing different set of procedures if the 
verification process fails. 

18 A method and system according to claim 1 wherein the remote and host processors 
mutually agree on a procedure to verify that the encrypted digital information is being 
delivered to an authenticated processor and the encryption/decryption procedures are 
working properly, comprising: means for calculating and retaining a unique digital 
signature reflecting the information contents of a digital information segment before the 
start of the encryption procedure at the remote processor; means for calculating the same 
unique digital signature after decrypting the received digital information segment at the 
host processor, and means for encrypting and transmitting the said digital signature back 
to the originating remote processor; means for comparing and verifying the received 
digital signature with the retained digital signature at the remote processor, and means for 
initializing different set of procedures if the said verification process fails. 

19. The method and system according to claim 1 wherein the type of digital information 
segment contains password information further comprising: means for using any 
information contained within a random number to identify and determine specific bit 
locations in an arbitrary binary bit segment; and means for mapping single or plurality of 
bits belonging to the password information segment into the said specific bit locations of 
the arbitrary binary bit segment. 

20. The method and system according to claim 1 wherein the type of digital information 
segment contains authentication information further comprising: means for using any 
information contained within a password information segment to determine and identify 
specific bit locations in an arbitrary binary bit segment; and means for mapping single or 
plurality of bits belonging to a random number segment into the said specific bit locations 
of the arbitrary binary bit segment. 

21. A method for operating a digital information processing system that encrypts 
information from a plurality of transmitting devices to a receiving device or vice versa 
the method comprising processor executed steps of: at the transmitting device: means for 
generating a seed random number consisting of any arbitrary length and transmitting the 
said random number to the receiving device; means for using the information contained 
in the random number to identify single or plurality of unique mathematical or logical 
functions identical at the both transmitting and the receiving devices; means for 
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encrypting any type of digital information consisted of any arbitrary length segment 
through operating the mathematical or logical functions; means for encrypting the seed 
random number through operating the mathematical or logical functions and declaring 
the resulting number as the seed random number for the next round; means for 
identifying the number of encryption rounds, N, through the use of any information 
means mutually agreed between the transmitting and the receiving devices; and means for 
repeating the encryption process on the said digital information segment and the said 
random number for N number of rounds. 

22. A method for operating a digital information processing system that decrypts 
information from a plurality of transmitting devices to a receiving device or vice versa 
the method comprising processor executed steps of: at the receiving device: means for 
receiving and identifying the seed random number of an arbitrary length from the 
transmitting device; means for identifying the number of encryption rounds, N, through 
any means mutually agreed between the transmitting and the receiving devices; means for 
using the information contained within the specific bits of the seed random number to 
identify a single or plurality of unique mathematical or logical functions; means for 
identifying single or plurality of inverse functions corresponding to each of the identified 
mathematical or logical functions; means for decrypting the received digital information 
segment through operating single or plurality of inverse functions; means for encrypting 
the seed random number through operating the mathematical or logical functions and 
declaring the resulting number as the seed random number for the next round; and means 
for repeating the decryption process on the received digital information segment for N 
number of rounds to remove any effects of encryption on the said digital information 
segment. 



Section B: 

Amended/New Proposed Claims 



(Original): Claim number 1 as filed with the application 

A mothod for operating a digital information processing syst e m that encrypts 

information from a plurality of remote processors to a hoot processor or vice versa 
the mothod comprising processor executed st e ps of: at the hoot and the remote 
processors b e fore the start of encryption proc e dure: moons for assigning -eftd 
mutually agr ee ing upon, a pr o determined numb e r of bits that are locat e d at pr e 
determin e d and spooifio posit i ons, call e d Group and Function Bits, within a se ed 
binary bit segment consisting of any length; moans for d e fining a plurality of 
function pool containing any typ e of mathematical or logical functions of any 
co mpl exity; men m f o r f"tfnh1Hhtnc n uniqii" H^'ffli^ip hntwnnn the functions 
defined in the first pool with the functions defin e d in the second pool s e quentially 
identical at both the host and the remote proc e ssors; moans for defining a number 
which indicates the total number of rounds used for onoryption/deoryption 
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p roc o sg. Qt the remote processor: (a) means for g e nerating and sending a seed 
arbitrary binary bit segment consisted of any length to the host proccooor; (b) means 
for processing the seed arbitrary binary bit segment ot th e remote proc es sor; (e ) 
moans for producing a numeric number value based on the bit values of the Group 
and Function Bits as defined in the said arbitrary binary bit segment; (d) means for 
s electing a s ingle or plurality of mathematical or logical functions from the first 
pool based upon the numeric number value of step (b); ( o ) means for identifying the 
corresponding single or plurality of math e matical or logical functions from th e 
second pool; (g) means for e ncrypting the digital information s e gment through 
operating single or plurality - of math e matical or logical functions selected from th e 
second function pool as described in step d; (f) m e an s for encrypting the arbitrary 
binary bit segment through operating single or plurality of mathematical or logica l 
functions selected from th e first pool as described in step o; (h) means for replacing 
the seed arbitrary binary bit s e gment with the encrypted arbitrary binary bit segm e nt 
and using it as a now seed arbitrary binary bit s e gment; and (i) moans for repeating 
the stops (b) to (h) times and then transmitting the resulting e ncrypted digital 
refo rmation segment to the said host. 

(Currently amended): Claim number 1 once amended and broken down into four 
claims as listed under claim numbers 1, 2, 3 and 4: 

1. A method for encrypting and/or decrypting data seg ynents from a plurality of 
remote processors to a host processor or vice versa. The m ethod comprising the 
steps of: 

at the host and the remote processors, 

(a) mutually agreeing upon the locations of a pre-determined number of bits located 
within a random number of an arbitrary length through a set of pre-negotiated rules; 

whereas, the said random number constituting in a bi nary format segment: 

whereas, an arbitrary length of random number means the size of the random number that 
can be processed bv the system resources utilized in the p articipating remote and host 
processor 

(b) defining at least two pools containing mathematic al or logical functions of arbitrary 
com plexity: wherein: 

(i) the first pool containing said functions that operate on random numbers; 

(ii) the second pool containing said functions tha t operate on data segments that 
need to be encrypted: further 

(iii) the second pool contai nin g inverse functions such that e very function defined 
in the second pool has an inverse function cont ained in it : 
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(iv) the inverse functions for each of the functions ^ntained in the second pool to 
be used in decrypting the data segments; 

whereas, mathematical or logical functions of arbitrary com plexity mean the functions 
that can be processed bv the system resources utilized in the participating remote and host 
processor 

( c ) mutually agreeing upon the order of the functi ons defined in the first pool; 

(d) mutually agreeing upon the order of the functions def ined in the second pool; 

(e) mutually agreeing upon establishing a unique relation betw een the functions 
defined in the first pool with the functions defined in th e second pool; 

for encrypting a data segment at the remote processor; 

(f) generating a random number in a binary format with the segmen t length containing 
at least one bit location m utuall y agreed upon between remote and host in 
accordance with step fa); 

(g) identifying the specific locations of bits in the random number a s mutually agreed 
upon between the said host and remote processors as indicated in step (a): 

(h) calculating the numeric values of the bits at the said spe cific locations; 

(i) based on the result, identifying the functions from the first nool and the second 
pool; 

(j) executing the functions as identified in the first pool to p erform a round of 
encryption on the said random number; 

(k) executing the functions as identified in the second poo l to perform a round of 
encryption on the said data segment; 

(1) replacing the encrypted random number as resulted in st ep (\) to be used in place of 
step (a) 

( m ) determining a number. Nr. that determines the total number of roun ds of encryption 
from the information embedded in the said random number or in the encrypted 
versions of the random number; 

(n) re-executing the procedure as described in steps (g) to (ft for N T rounds of 
encryption; 

(o) transmitting the said encrypted segment to the host pr ocessor; 

9 
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at the host processor, 

(p) receiving the said encrypted data segment from the remote processor; 

(q) receiving the random number as genera t ed bv the remote processor in Step (f); 

( r ) identifying the specific bits' locations found withi n the said random number 
throu gh the rules as mutually agreed up on in step (a); 

(s) calculating the numeric values of the bits as found in the said specific locations; 

( t ) based on the result of step (s\ identifyin g the functions set from the first pool; 

(u) based on the result of step (s\ identitMn g the inverse functions set from the second 
pool; 

(v) executing the functions set as identified in the first pool to perform a first round of 
encryption on the said random number; 

( W ) executing the identified inverse functions set as identified in step (u) to perform a 
round of decryption on the said data segment; 

(x) replacing the encrypted random number as res ulted in step fv) in place of the 
random number as used in step (ai): 

(y) determining a number. Nt~ that determines the total number of rounds of decryption 
from the information embedded in the said random number or in the encryp ted 
versions of the random number; 

( Z ) re-executing the procedure as described in steps (qi to (x^ for Nt rounds of 
decryption: and 

(aa) producing th e decry pted data segment exactly to b e the same as the original data 
segment before encryption . 

(Currently amended): Claim number 2 filed as a part of the original claim number 
1: 

2. The method according to claim 1: f urther comprising: 
between the host and the remote processors, 

( a ) identifying the length of the seed random number consisti ng of a binary segment; 
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(b) 



based on the length, mutually agreeing in advance through a set of rules on single or 
plurality of bits 1 locations found within the binary se g m ent len gth of the said 
random number and calling them as Group Bits; 



(c) calculating the numeric value of the Group Bits to further identify the unique 
Intentions of another bit set found within the bin ary segment length of the said 
random number and calling them as Fu nction Bits; 

(d) if the length of the random or encrypted random nu mber changes, then optionally 
chan ging the locations of the bits constituting Group and Function Bits ; 

(e) with the rounds of encryption performed on the ra ndom number, optionally 
changin g the locations of the bits constituti ng Group and Function Bits; 

(f) with the rounds of encryption performed on th e random number optionally 
chan ging the sequential order in which the functions defined in the first p ool are 
organized: and 

( g ) with the rounds of encryption performed on the rando m number optionally 
chan ping the sequential order in which the functions defined in the secon d pool are 
organized, 

(Currently amended): Claim number 3 filed as a part of the original claim number 1 

3. The method according to claim 1 : further comprising; 

( a ) defining an arbitrary range of mathematical or logical functions of arbitrary 
complexity in at least two pools, comprising; 



in the first pool, 

(b) populating the types of mathematical or logical functions of arbitrary complexity to 
he operated on random numbers in such a manner that enhance randomn ess 
characteristics of the random numbers; 

( C ) the types of functions selected in step (b\ there m av not necessarily exist inverse 
functions of the said functions chosen in the first pool; 

in the second pool, 

(d) populating the types of mathematical or logical functions of arbitrary complexityjto 
be operated on data segments in such a manner that enh ance randomness 
characteristics of the data segments: and 
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(e) the functions as selected in step (d). there m »st exist an inverse function for every 
function chosen in the said pool. 

(Currently amended): Claim number 4 filed as a part of the original claim number 
j. 

4' The method according to claim 1 . wherei n the random number shared together by a 
host and a remote processor can consist of a known password. 

(Original): Claim number 2 as filed with the application is hereby cancelled 

2 The m eth o d nn ri * , yHwn tn nlnim 1 wherein the paid method compriaing 

pr ocessor executed steps of: at the hoot processor, (a) means for roooiving and 
identifying the seed arbitrary binary' bit segment from the said remote processor; (b) 
means for processing the aeod arbitrary binary bit segment; (c) moans for producing 
a numorio number value based 011 the bit values of the Group and Function Bits as 
defined in the said arbitrary binary bit segment; (d) means foi selecting a single or 
p lurality of mathematical or logical functions from the first pool based upon t hn 
numeric- number value of stop (c); (c) moans for identifying the correspon d i n g 
jingle or plurality of mathematical or logical functions from the second pool; (f) 
means for identifying the corresponding inverse function for caoh of the 
mathematical or logical functions as recognized in step (c) and tabulating the 
identified inverse mathematical or logical functions entries; (g) moans for 
encrypting th e arbitrary binary bit segment through operating single or plurality of 
mathematical or logical functions selected from the first pool as described in st e p d; 
(h) means for replacing the seed arbitrary binary bit segment with the encrypte d 
arbitrary binary bit segment and using it as a new seed arbitrary binary bit segment; 
and (i) means for repeating the stops (b) to (h) 'N' times and appending the inverse 
function entri e s resulting from each round into a tabular form. - 

(Original): Claim number 3 as filed with the application: 

3 The method and system according to claim 1 wherein the said method for operating 
a digital information processing system that decrypts information from a plurality' of 
remote pro cczc oro to n hrit r" w " r nr ™ nf> vnTnn - lho '"Qthod comprising, 
pi u eesoor executed stops of: ot the hoot processor: (a) moans for roooiving the 
encrypted digital information sogmont from the said romoto processor; (b) means 
for decrypting the digital information segment with the last inverse mathematical 
function entry as found in the table built in step (i) of claim 2; (c) means for 
repeating the above stop (b) until all the inverse mathematical or logical functions 
aro exhausted as found in the built in table containing tho inverse function entries. 

(Currently amended): Claim number 3 once amended and broken into two claims 
listed under Claim No. 5 and Claim No. 6 as follows: 

5. The method for encrvotinp data segments accordi ng to claim 1 . wherein the said 
method builds up an encrvptinp table in ad v ance containing a sequence of functions 
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to he used for encrypting data segme n ts from a plurality of remote processors to the 
host processor or vice versa, the method comprising the steps of: 

at the remote processor, 

( a ) generating a random number with the len pth containinp the locations of Group and 
Function Bits: 

(b) identifying the locations of the Group and Function Bits in the ra ndom number as 
found in the said specific locations within the r andom number; 

(c) calculating the numeric value of the Gr oup and Function Bits; 

(d) based on the results of step (c\ uniquely identifying a function from the first pool 

( e ) encry pting the random number through executing the function from the fi rst pool as 
identified in step (d); 

(f) calculating the numeric value of the Group a nd Function Bits; 

( g ) based on the results of step (a uniquely id entifying a function from the second 
pool; 

(h) populating an encryption table bv ent erin g the fun ction as identified in step (g) as 
the ith function entry into the said table; 

(i) re placing the encrypted random number as resulted in step (e) to be used in place of 
step (a) 

(j) determining a number. N T , that determines the number of entries to be popu lated in 
the encryption table with the ith entry varying from 1 to N T in the said ta ble; 

(k) re-executing the procedure as described in steps to (i) for N T of rounds to build 
the encryption table; 

(1) identifying a data segment to be encrypted; 

(m) encrypting the said data segment with the function entries as identified in the 
encryption table with the ith entry being as 1 to Nt of the said table; and 

(n) producing an encrypted data segment. 

6. A method for decrypting data segments according to cla im 1 , wherein the said 

method builds up a decryption table in advance containing a sequence of functions 
tn be used for decrypting data segments from a pluralit y of remote processors to the 
host processor or vice versa, the method compri sing the steps of: 
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at the host processor. 

(a) receiving the random number as generated bv the remote proces sor in step(a); 

(b) identifying the locations of the Group and Function Bits in the random number as 
found in the said specific locations within the random number; 

(c) calculating the numeric value of the Group and Function Bits; 

(d) based on the results of step (c\ uniquely identifying a fun ction from the first pool 

(e) encrypting the random number through executing the function fr om the first pool as 
identified in step (d); 

(f) calculating the numeric value of the Group and Function Bits; 

(g) based on the results of step (f). uniquely identifying a function from the second 
pool; 

(h) based on the results of step (&\ identifying the corresponding inver se function from 
the second pool; 

(i) populating a decryption table by entering the inverse function as id entified in step 
( h) as the ith function entry into the said table; 

(j) replacing the encrypted random number as resulted in step (e^ to be used in place of 
step (a): 

(k) determining a number. Nr. that determines the number o f entries to be populated in 
the decryption table with the ith entry varying from 1 to Nt in the said table; 

(1) re-executing the procedure as described in steps (a) to ffl for N T of rounds to build 
the decryption table; 

(m) receiving the encrypted data segment from the remote processor; 

(n) executing the function entries from ith entry being as Nt to 1 of the decryption table 
as built up in the step (D: and 

(o) producing the decrypted data segment exactly to be the same as the original data 
segment before encryption. 

(Original): Claim number 4 as filed with the application 
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4. Th e? method and system according to claim 1 whor e in the arbitrary binary bit 
acgroont can bo a random number consisted of any arbitrary length : 

(Currently amended): Claim number 4 once amended as follows: 

7. The method according to claim 1. wherein a random number c an consist of an 
arbitrary binary bit segment of arbitrary length contain ing at least one Group and 
Function Bits . 

(Original): Claim number 5 as filed with the application: 

5. Tho method and system according to claim 1 further comprising; moans for 
encrypting a seed binary bit segment through operating math e matical or logical 
functions which eon result in a largo bit size number; and means for truncating the 
resulting larg e bit size number and reducing it to a pre negotiated size mutually 
agreed betw e en tho said host and tho remot e. 

(Currently amended): Claim number 5 once amended as follows: 

8. The method according to claim 1: wherein encrypting a random nu mber through 
operating mathematical or logical functions of the first pool further comprising; 

(a) continuously monitoring the length of the random number as it is o perated through 
a sequence of mathematical or logical functions contained in the fi rst pool; 

(b) if the length of the operated random number fioes bevond a de fined threshold, then 
truncating the length of the said random number to be con tained within a pre- 
negotiated size mutually agreed upon between the said ho st and the remote 
processors . 

(Original): Claim number 6 as filed with the application: 

6. The method and system according to claim 1 further comprising; moans for r e using 
the encrypted seed binary bit segm e nt r e sulting from th e previous encrypted round 
a3 a nc „. JC C( j binary b i t cegmcnt for th? r a vt nnntyptinn rmmHf.; nnd mennn for 
encrypting tho n e xt digital information segments based on tho information 
contained in tho n e w seed binary bit segm e nt . 

(Currently amended): Claim number 6 once amended as follows: 

9. The method according to claim 1 : wherein a random number can be re-used for 
further encryption rounds comprising the steps of: 

(a) re-using the encrypted random number resulting from the previous encrypted round 
and declaring it as a new seed random number; 
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(b) identifying Group and Function Bits from the said new random number; and 

(c) based on the result of step (b\ identifying the corr esponding functions in the first 
and second pool: 

(Original): Claim number 7 as filed with the application: 

7. Tho method and system according to claim 1 wh o rcin the Group or Function Bits 
can mutually share the same single or plurality of bits located at pre determined bit 
positions within a seed binary bit segment of any length . 

(Currently amended): Claim number 7 once amended as follows: 

10. The method according to claim 2: wherein the Group or F unction Bits can mutually 
share the same single or plurality of bits located at ore-determ ined bit positions 
within a random number of an arbitrary length . 

(Original): Claim number 8 as filed with the application: 

8. Tho method and system according to claim 1 wherein any change in tho Group or 
tho Function Bits within a oocd binary bit segment of any length leads to th e 
selection of sam e or different sot of mathematical or logical functions belonging to 
tho first and second function pools . 

(Currently amended): Claim number 8 once amended as follows: 

11. The method according to claim 2, wherein any change i n the numeric values of 
Group or the Function Bits within a random number of arbitrary length leads to the 
selection of the same or different set of mathematical or logi cal functions belonging 
to the first and second function pools . 

(Original): Claim number 9 as filed with the application is hereby cancelled 

9. The method and system according to claim 3 wherein the decryption procedure at 
the host processor compris e s th o st ops of: moans for identifying th e exact same 
Group or Function Bits as identified by tho remote processor through tho use of 
seed arbitrary binary bit segment; moans for identifying the e xact same 
math e matical or logical functions from the first and tho second function pools as 
identified by the remot e processor; and means for id e ntifying single or plurality of 
invers e math e matical or logical functions corresponding to oach of the identifi e d 
function from the second pool to be utilized for decryption procedur e. 

(Original): Claim number 10 as fded with the application: 

10. Tho method and syst e m according to claim 1 wherein the Group and tho Function 
Bits locat e d within a s ee d binary bit segm e nt of any longth can bo uniquely 
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assigned and mutually recognized through the use of any mathematical or logical 
functions of any complexity . 

(Currently amended): Claim number 10 once amended as follows: 

12. The method according to claim 2, wherein the exact locations of the G roup and the 
Function Bits located within a seed or encrypted random number of arbitrary length 
can be uniquely assigned and mutually recognized between host a nd remote 
processors. 

(Original): Claim number 11 as filed with the application: 

11, The method and system according to claim 7 furth e r comprising: means for 
reassigning and modifying th e total number of Group and Function Bits within a 
se e d binary bit segment in r e lation to the length rango of the s ee d binary bit 
segment; and moans for sel e cting and u s ing the sam e or a diff e rent set of 
mathematical or logical functions based upon the l e ngth rang e of a seed binary bit 
segment . 

(Currently amended): Claim number 11 once amended as follows: 

13. The method according to claim 2 further comprising: 

(a) optionally re-assigning the locations of the Group and/or Function Bits in a 
mutually agreed manner between a participating host and remote processors as the 
length of the seed random number or the length of the encrypted random number 
changes; 

(b) modifying the total number of Group and/or Function Bits in a mutually agreed 
manner within a seed or encrypted random number as the length of the seed random 
number or the length of the encrypted random number changes; 

(c) based upon the results of step (a) and/or (b\ selecting the same or d ifferent set of 
mathematical or logical functions from the first and/or the second pools. 

(Original): Claim number 12 as filed with the application: 

12. Tho method and system acoording to claim 1 wherein tho transmitted e ncrypt e d 
digital information may consist of di f ferent numb e r of bits than the original digital 
information s e gm e nt . 

(Currently amended): Claim number 12 once amended as follows: 

14. The method according to claim 1, wherein an encrypted data segment may consist 
of the same or different binary length containing more bits or less bits than the 
original un-encrvpted version of the said data segment. 
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(b) exchanging and modifying the unique association betw een the Group and/or 
Function Bits numeric values and the corresponding mathem atical or logical 
functions within the first and/or second pools; 

( c ) exchanging a seed binary bit segment or a random number consisting of an arbitrary 
length through the use of an instruction format being processed as a part of system 
information; and 

(d) using or designing an arbitrary set of protocols or instru ction formats to exchange 
system or configuration information. 

(Original): Claim number 15 as filed with the application is hereby cancelled 

15. The method and syst e m according to claim 11 wherein th e remote exchanges th e 
system or configuration information with the host proc e ssor or vice versa 
comprising; moano for receiving a publio key from the host processor; means for 
encrypting any type of system or configuration informati on through using the public 
k e y of the host processor; moano for transmitting the encrypted information to the 
host processor; and mcan3 for decrypting the said received information at tho host 
through using th e host's private key . 

(Original): Claim number 16 as filed with the application: 

16. ¥ hc method and syst e m according to claim 13 wherein tho mutually adopted and 
agreed upon s o t of protocols uses a r e s e rv e d single bit field appended at a pro 
determined position known both to a host and a remote comprising, moans for 
assigning tho first outcom e of tho said bit valu e to indicate user's information, and 
means for assigning th e s e cond outcome of th e said bit value to indicat e system 
information. 

(Currently amended): Claim number 16 once amended as follows: 

17. The method according to claim 13. wherein, a remote processor en gaged with a host 
processor in an encryption/decryption session distinguishes be tween a 
svstem/configuration related information segment and the us er's related data 
segment through a reserved and mutually agreed upon single b it field known both to 
the host and remote processors, comprising; 

(a) assigning the said bit field value of '0 ? to indicate user's info rmation: and 

(b) assigning the said bit field value of ' V to indicate system information. 
(Original): Claim number 17 as fded with the application: 
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(Original): Claim number 13 as filed with the application: 

13. The method and system according to claim 12 whorcin the transmitted encrypted 
digital information segment further comprising: means for containing a padding 
header followed by variable number of padding bit fields; and means for malung t h e 
to tal encrypted digital information segment bits exactly divisible by a specific 
number. 

(Currently amended): Claim number 13 once amended as follows: 

15. The method according to claim 14. wherein the transm itted encrypted data segment 
is further comprised of: 

(a) containing a padding header followed bv a variable number of padding bits fi eld; 
and 

(b) choosing the number of bits in the padding field in a manner which makes the total 
hits in the encrypted data segment exactly divisible bv a specific bit numb er. 

(Original): Claim number 14as filed with the application: 

14 The m e thod and syst e m aocording to claim 1 wher e in the remote and host 
processors mutually adopt and agr e e upon the us e of a sot of protocols and 
instructions to exchange configuration parameters and system information 
comprising: means for reserving a specific bit at a pre determined position in an 
information field such that the said bit value determines if the said information fi e ld 
is extended or span to include another known numb e r of bits in the said field 
definition; moans for exchanging and modifying th e total number of Group and 
Function Bits and their corresponding bit positions a s signed within a seed binary bit 
segment consisting of any arbitrary length; moans for exchanging and modifying 
tho unique association between Group or Function Bits numeric values and the 
corresponding mathematical or logical function; means for exchanging a seed 
binary bit segment or a random numb e r consisting of any arbitrary length through 
th e u s e of an instruction format being proce s s e d as a port of system information? 
and m o anc for ur . ing or designing any tyr° nf prntnnnlr . or instructions formats to 
o?tohang e any typo of system or configuration information. 

(Currently amended): Claim number 14 once amended as follows: 

16. The method according to claim L wherein a remote processor engaged with a host 
processor in an encryption/decryption session can mu tually exchange configuration 
parameters and system information com prising: 

(a) exchanging and modifying the informat ion about the total number of Group and 
Function Bits and their corresponding bit lo cations assigned within a seed random; 
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17 Th e m et h o d and rr/jtrm ncrfirV"C 1 wlmram the remote and ho s t 

piu o c ^ ois mutually ngr f»o on a procedure to verify the accuracy of encryption and 
dec ry ption procedures, comprising: mcano for calculating and appending a unique 
d ig it al signature field reflecting the information contcntG of a digital information 
segment before the start of the encryption procedure at the remote proce s sor; means 
for calculati ng an d v e rifying t he □nm^ uniqn" Higitnl nignntii™ after decrypting t he 
i ceoived digital information segment at the host processor; and moans for 
initializing different sot of procedure s if the verification process fails 

(Currently amended): Claim number 17 once amended as follows: 

18. The method according to claim 1 wherein , a remote processor engaged with a host 
processor in an encryption/decryption session mutually ag rees on a procedure to 
verify the accuracy of encryption and decryption procedures, comp rising: 

at the remote processor, 

(a) calculating the unique digital signature fi eld reflecting the information contents of a 
data segment: 

(b) ap pending the unique digital signatur e field with the data segment in a packet 
format; 

(c) encrypting the packet with the disclosed encr yption techniques; 

(d) transmitting the encrypted to the host processor; 
at the host processor, 

(e) receiving the encrypted packet; 

(f) decrypting the packet; 

(g) calculating the digital signature o f the data segment 

(h) verifying the digital signature by comparing the calculated digital signature with the 
received digital signature; and 

(g) initializing the corrective procedures if th e verification fails. 
(Original): Claim number 18 as filed with the application: 

4£_ — A- method and syst e m according to claim 1 wherein the rem ote and hoGt processors 
mutually agree on a proc e dure to verify that the encrypt e d digital information is 
being delivered to an authenticated processor and the encryption/decryption 
procedures ar e working properly, comprising: m e ans for calculating and retaining a 
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unique digital aignaturo reflecting tho information contents of a d igital informat i o n 
segment before tho start of tho onoryption procedure at tho remo t e processor; m rnnn 
for calculating the oomc unique digital signature after decrypting the received 
digital information segment at the host processor; and means for encrypting and 
transmitting the said digital signature back to the originating i ci u u tc process or; 
means for comparing and verifying the roccivod digital signature with tho retained 
digital signature at tho remote processor; and means for initialising different set o f 
procedures if tho said verification process fails. 




19. The method according to claim 1 wherein a remot e processor engaged with a host 
processor in an encryption/decryption session mutually agrees on a procedure to 
verify the accuracy of encryption and decryption procedures, comprising: 

at the remote processor. 



(b) transmitting the encrypted data segment to the host processor; 
at the host processor, 

(c) receiving the encrypted data segment: 

(d) decrypting the said data segment; 

(e) calculating the digital signature of the receiv ed data segment; 

(f) encrypting the digital signature with the disclosed encryption techniques; 

(g) transmitting the encrypted digital signature to th e said remote processor, 
at the said remote processor, 

(h) receiving the encrypted digital si gnature packet; 

(i) decrypting the digital signature packet; 

(j) calculating the digital signature of the original transmitted data segment; 

(k) verifying the digital signature bv comparing the calculated d igital signature with the 
received digital signature; and 

(1) initializing the corrective procedures if the v erification fails. 




(Currently amended): Claim number 18 once amended as follows: 



(a) encrypting a data segment with the disclosed encryption techniques; 
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(Original): Claim number 19 as filed with the application: 

19 The m et h o d and nnnnrrtin C tn Hni™ 1 wherein tho tvno o f digital informat ion 

segment contains password information further comprising: means for usin g . o ny ^ 
information contained within a random number to identify and determine specific 
b i t locations in on arbitrary binary bit segment; and moans for mapping Dingle or 
plurality of bits belonging to tho password information segment into the said 
specific bit locations of the arbitrary binary bit s egment. 

(Currently amended): Claim number 19 once amended as follows: 

20. The method according to claim L where in password information between at least 
one host and remote processors can be trans mitted as a tvne of data segment, 
comprising the steps of; 

(a) using the information contained within a random n umber to identify and determine 
s pecific bit locations in an arbitrary bina ry bit segment; and 

(b) ma pping single or plurality of bits belonging to the password infor mation segment 
into the said specific bit locations of the arbitrary bina ry bit segment. 

(Original): Claim number 20 as filed with the application is herby cancelled: 

20. Tho method and system according to claim 1 wherein the typo of digital informati on 
segment contains authentication information further comprising: means for using 
any information contained within a password information segment to determine an d 
identify specific bit locations in an arbitrary binary bit segment; and means for 
mapping singl e or plurality of bits belonging to a random numb e r segment into the 
said specific bit locations of th e arbitrary binary bit segment. 

(Original): Claim number 21 as filed with the application: 

21. A method for operating a digital information processing system that encrypts 
information from a plurality of transmitting devic e s to a rcooiving devic e or vice 
versa tho m e thod comprising processor executed stops of: at tho transmitting devic e : 
means for gonorating a seed random number consisting of any arbitrary length and 
tran smitting tho said random numb e r to tho receiving device; means for using the 
information contained in tho random number to identify single or plurality of 
unique mathematical or logical functions identical at the both transmitting and th e 
Feociving devic e s; means for encrypting any typo of digital information consisted of 
any arbitrary length segment through operating th e mathematical or logical 
functions; moans for encrypting tho seed random number through op e rating the 
m athematical or logical functions and declaring tho resulting number as th e se e d 
random number for tho noxt round; means for identifying tho number of encryption 
rounds, N, through the use of any information means mutually agreed between th e 
transmitting and tho receiving dovicos; and m e ans for repeating the encryption 
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process on the said digital information segment and the said random number for N 
number of rounds. 

(Currently amended): Claim number 21 once amended as follows: 

21 A method for encrypting/decrypting da ta segments from a plural ity of transmitting 
devices to a receiving device or vice versa. The me thod comprising the steps of 

at the transmitting and receiving devices, 

(a) defining a first set containing mathematical and/or logical functions ; 

(b) defining a second set containing the inverse func tions of every function defined in 
the first set as indicated in step fa); 

( c ) a greeing upon a set of rules to identify a single or plurality of specific bits locations 
present within a random number; 

(d) sharing a random number long enough to contai n a single or plurality of specific 
bits locations as mutually agreed u pon in step (c): 

wherein, a random number constitutes a binary segment of arbitrary length 

(e) a greeing upon the sequential order in which the functions defined in the first set are 
organized; 

(f) establishing one-to-one mapping between the functions defined in the first set with 
their corresponding inverse functions defined in the second set 

at the transmitting devices. 

( g ) using information embedded within the random number to identify a function in the 
first set to: 

(h) encrypting the random number; 

(i) encrypting the data segment; 

(j) replacing the encrypted random number resulted in step (ti) to be used in plac e o f 
step (a) 

(k) determining a number. N Tl that determines the e ncryption rounds on the said 
random number and the data segment; 

(1) re-executing step (g) to step (ft for Nt number of rounds 
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at the receiving devices. 

(m) using the information embedded within the random number to identify a function in 
the first set to: 

(n) encrypting the random number; 

(o) identifying the inverse function from the second set that corresponds to the function 
used in the first set as identified in step (m): 

(p) using the said inverse function from the second set to; 

(q) decrypting the received data segment; 

(r) replacing the encrypted random number resulted in step (n) to be used in place of 
step (m) 

(s) determining a number. Nj> that determines the encryption rounds on the random 
number and the decryption rounds on the data segment; 

(t) re-executing step (m) to step (r) for Nt number of rounds; 

(u) producing the decrypted data segment exactly to be the same as the original data 
segment before encryption . 

21 A m e thod for op e rating a digital information processing syst e m that d e crypts 
in formation from - a - plurality of transmitting devices to a receiving d e vic e or vic e 
v e rsa th e m e thod - comprising processor executed stops of: at th e r e c e iving device: 
m e an s for r e ceiving and identifying the seed random numb e r of an arbitrary length 
from th e transmitting device; means for identifying th e number of encryption 
rounds, N, through an y m e ans mutually agr ee d b e tw e en th e transmitting and the 
rec e iving d e vic e s; m e ans for using the information contain e d within the specific 
bits of th e s e ed random number to identify a single or plurality of unique 
math e matical or logical functions; means for identifying singl e or plurality of 
inv e rs e functions corr e sponding to e ach of th e id e ntified math e matical or logical 
functions; m e ans for d e crypting - th e r e c e iv e d digital information s e gm e nt through 
op e rating singl e or plurality of inv e r se fiinctions; m e an s for e ncrypting th e seed 
random numb e r - through operating th e math e matical or logical functions and 
d e claring th e resulting number as the seed random number for the next round; and 
m e ans for r e p e ating th e d e cryption proc e ss on the rec e ived digital information 
s e gm e nt for N numb e r of round s to r e move any effects of e ncryption on the s aid 
digital information s e gm e nt. 

(Currently amended): Claim number 21 once amended as follows: 
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22. A method for encrypting and/or decrypting data segments from a plurality of 
remote processors to a host processor or vice versa. The method comprising the 
steps of: 

at the host and the remote processors, 

(a) defining a first set containing mathematical and/or logical functions; 

(b) defining a second set containing mathematical and/or logical functions and their 
corresponding inverse functions; 

(c) sharing an identical password constituting a binary segment of arbitrary length; 

(d) using the information embedded in the said password identifying a function 
contained in the first set; 

(e) populating the first column of a table by entering the function as identified from the 
first set in step (d) as the ith function entry into the said tabic; 

(f) encrypting the password with the function as identified in step (e); 

(g) using the information embedded in the password to identify a function contained in 
the second set; 

(h) populating the second column of the said table by entering the function identified 
from the second set in step (g) as the ith function entry into the said table; 

(i) populating the third column of the said table by entering the inverse function of the 
function as identified from the second set in step (g) as the ith inverse function entry 
into the said table; 

(j) replacing the encrypted password as resulted in step (f) to be used in place of step 

(k) determining a number, Nt, that determines the number of entries in the first second 
and third columns of the said table; 

(I) re-executing step (c) to step fi) for Nt number of rounds; 

at the remote processor, 

(m) determining a number, Ew. which determines the number of encryption rounds to be 
performed on a data segment such that 1< E» < 

(n) encrypting a data segment by using the functions as listed under the second column 
with the ith function entry being vary from 1 to En number of encryption rounds; 



25 



•AGE 25/27 ' RCVD AT 4/4/2005 12:19:09 AM [Eastern Daylight Time] * SVR:U8PTO-EFXRFM/0 * DNI8:8729306 • C8ID:1 949 457 1 243 " DURATION (mm-ss): 12-04. 



Apr 03 05 09:42p Shakeel Mustafa 



1 -949-457-1243 



p. 26 



(o) transmitting the encrypted data segment produced by step (n) to the host processor: 
at the host processor, 

(p) receiving the said encrypted data segment resulting from step (o); 

(q) determining a number. Dr, which determines the number of decryption rounds to be 
performed on the received encrypted data segment such that Dr — E^, and 

(r) decrypting the said data segment by using the inverse functions as listed under the 
third column with the ith function entry varying being vary from 1 to number of 
decryption rounds; 

(s) producing the decrypted data segment exactly to be the same as the original data 
segment before encryption . 

(New): Claim number 23 being filed as new Claim with the application: 

23. The method according to claim 22, wherein at least one host and remote processors 
can mutually authenticate through encrypting/decrypting random numbers, 
comprising the steps of: 

at the remote processor, 

(a) generating a random number, Ra; 

(b) determining a sequence of functions to encrypt the random number Ra through the 
disclosed encryption techniques producing encrypted random number Rae ; 

(c) transmitting the encrypted random number R A n to the host processor 
at the host processor, 

(d) receiving the encrypted random number R A e 

(e) decrypting the random number R A e with a sequence of inverse functions through 
the disclosed decryption techniques producing R A; 

(f) determining a sequence of functions in the opposite order as to step (b) to encrypt 
the random number Ra to produce Rea; 

(g) transmitting the encrypted random number R EA to the remote processor 
at the remote processor, 
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(h) receiving the encrypted random number Rea 

(i) determining a sequence of functions in the opposite order as to step (b) to encrypt 
the random number Ra to produce Rea; 

(j) if the result of step (h) and (i) matches, then authenticating the host processor 
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